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A quick note before you read this
Technology is a core part of how we work, serve our customers, and keep each other safe. This policy isn't a rulebook written by lawyers for lawyers - it's a short read that explains what good looks like when you're using our systems, data, and tools.
We trust you to use good judgement. If something in here isn't clear, or you're not sure what the right call is, ask. That's always better than guessing.

Your accounts
Your login is yours. Don't share it, don't write it on a sticky note, and don't let anyone else use it - not even a colleague "just for a minute".
Use the password manager we provide for every work account. Long, unique passwords for each service. Multi-factor authentication on everything - if it's offered, turn it on.
If you think someone knows your password, or a login alert looks wrong, change it and tell us straight away.
Your devices
Your work laptop or phone is a tool, not a family computer. Lock the screen when you step away. Install updates when prompted - they usually exist because something needed fixing.
Don't install software we haven't approved. Check the Company Portal first - most of what you'll need is already there for you to install yourself, no waiting around. If what you need isn't listed, ask us to add it - nine times out of ten we can sort it quickly. The tenth is usually a good reason.
Email and messages
Most attacks on a business don't come through the firewall. They come through the inbox. Before you click a link or open an attachment, pause for a second and ask: does this actually make sense?
A supplier suddenly changing their bank details. An urgent request from a senior manager outside the usual channel. A login alert you weren't expecting. These are the signals. When you see one, report it - don't just delete it. Reporting it helps us protect everyone else.
If you do click something you shouldn't have, tell us immediately. Nobody is in trouble for clicking. People only get into trouble for staying silent about it.
Client and company data
Some of the information you work with is sensitive - customer details, financial records, commercial contracts, health or HR information. Treat it with the care you'd want someone to treat your own.
Keep sensitive data in the systems we've provided for it. Don't email it to your personal address, don't save it to a personal cloud drive, and don't move it onto a USB stick. If you need to share something and you're not sure how, ask.
When you're done with a document, delete or file it properly. Don't leave printouts on desks overnight or in the printer tray.
Working from anywhere
Working from home or on the road is fine - but the same rules apply. Home wifi with a strong password is okay. Public wifi in a café or airport isn't safe for work - use your phone's hotspot or wait until you're on a trusted network.
Your work device is for you. Family members, flatmates and friends shouldn't use it, even for a quick browse. It's not about trust - it's about keeping our customers' data where it belongs.
Using AI tools
AI is part of how we work now, and that's a good thing. It helps us get more done, think more clearly, and serve customers better. We encourage you to use the AI tools we've approved.
The rule is simple: never paste customer, financial, or commercial information into a consumer AI tool (free ChatGPT, free Gemini, random browser plugins). Use the AI platforms we've set up - they're configured to protect the information you put into them. If you're unsure whether a tool is approved, ask before you use it.
Social media and public posts
You're free to have a life online. We're not here to police your personal accounts. But remember that what you post can reflect on us - especially if you've named us as your employer.
Don't post customer information, project details, photos of screens, or anything commercially sensitive. Don't post from our official accounts unless that's part of your role. If in doubt, leave it out.
If something goes wrong
Mistakes happen. A clicked link, a lost phone, a laptop left on a train, a weird-looking email you replied to before realising. None of these are career-ending on their own. Staying quiet about them can be.
The moment you think something might be wrong, tell [NAMED CONTACT / IT TEAM / MANAGER]. Speed matters far more than being certain. We'd rather investigate ten false alarms than miss one real problem.

Acknowledgement
I confirm that I've read and understood this Staff Technology Policy, and I'll apply good judgement in line with it while working at [CLIENT NAME].
Name: ___________________________
Signature: ___________________________
Date: ___________________________

This template is provided by HybrIT Services NZ as general guidance. [CLIENT NAME] should have its own legal adviser review before formal adoption.
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