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Cyber Security Policy
[CLIENT NAME] · Version 1.0 · [DATE]

1. Purpose and scope
This policy sets out how [CLIENT NAME] protects the information, systems, and people we're responsible for. It exists so that our controls are documented, consistent, and defensible to customers, insurers, and regulators.
It applies to every employee, contractor, and third party who uses our systems or handles our data, across all devices and locations - on premises, at home, or in the field.
This policy sits alongside the Staff Technology Policy (practical day-to-day guidance for staff) and is informed by the CIS Critical Security Controls v8.1 and the New Zealand Privacy Act 2020. Where specific tooling is named as `[CLIENT-SPECIFIC]`, the named platform forms part of this policy by reference.
2. Roles and responsibilities
Director / Business Owner is ultimately accountable for information security, approves this policy, and reviews it at least annually.
Appointed Security Lead (named in Appendix C) is responsible for day-to-day oversight: coordinating with our IT provider, tracking risks, and convening incident response.
IT Provider ([CLIENT-SPECIFIC - e.g. HybrIT Services NZ]) operates the technical controls described in this policy under our direction and reports against them monthly.
All staff are responsible for following the Staff Technology Policy, using approved tools, and reporting anything that looks wrong.
3. Risk management
We maintain a simple, current risk register covering information, technology, and people risks. The Security Lead reviews it at least quarterly; the Director reviews it annually or after any material incident.
Any risk rated High or above is reported to the Director within five working days of identification, with a proposed mitigation owner and target date. Risks rated Critical are escalated on the day they're identified.
4. Access control
We follow the principle of least privilege: people get the access they need to do their job, and nothing more.
Identity and authentication. All user accounts sit in our approved identity provider ([CLIENT-SPECIFIC - e.g. Microsoft Entra ID]). Multi-factor authentication is mandatory on every account without exception - staff, admin, service, and third-party.
Privileged access. Administrative accounts are separate from day-to-day accounts, with phishing-resistant multi-factor authentication enforced on every one of them. Privileged access is reviewed quarterly and removed when no longer needed.
Where our licensing supports it (e.g. Microsoft Entra ID P2), privileged roles are activated just-in-time via Privileged Identity Management (PIM) rather than held as standing assignments.
Where just-in-time access is not licensed, a minimum number of named administrators - typically our IT Provider's senior engineers - hold standing privileged access as a documented exception. The following compensating controls apply: separate admin accounts, phishing-resistant MFA, full activity logging, and quarterly review of the named list by the Director.
Joiner, mover, leaver. New starters are provisioned from an approved role template before their first day. Role changes trigger a review of access within five working days. When someone leaves, all access is disabled within one hour of their agreed departure and fully removed within seven days.
Shared accounts are not used. Where a business function genuinely requires a shared login, it is approved in writing by the Director, rotated on use, and logged.
(CIS Controls 5, 6)
5. Asset and inventory management
We maintain a current inventory of all enterprise devices (laptops, desktops, servers, mobiles, network equipment) and the software installed on them. The inventory is reviewed at least quarterly by our IT Provider.
Devices are issued to a named owner and tagged. Unknown devices connecting to our network are treated as unauthorised and investigated.
Software that is end-of-life, unsupported, or no longer in use is removed within 30 days of being flagged.
(CIS Controls 1, 2)
6. Data protection and privacy
Information sensitivity. We recognise four broad categories of information that everyone should understand:
Public - already in the public domain; no restriction.
Internal - for staff use; not for external release.
Confidential - customer, commercial, financial, or HR information; restricted to those with a legitimate need.
Restricted - information whose loss would cause serious harm (health records, authentication secrets, legal privilege); access strictly limited.
Where we have deployed information protection tooling (e.g. Microsoft Purview sensitivity labels), these categories are applied as formal labels with automated controls. Where such tooling is not yet in place, the categories still apply as a shared understanding - staff are expected to treat information according to its sensitivity, and the systems holding Confidential or Restricted information are configured with proportionate access controls.
Encryption. All data is encrypted in transit using current TLS. All company devices and cloud storage locations enforce encryption at rest.
Retention and disposal. Personal information is kept only for as long as it's needed for the purpose it was collected, in line with Privacy Act 2020, Information Privacy Principle 9. When no longer needed, it is deleted or securely destroyed. Devices are sanitised to recognised standards before disposal or reassignment.
Privacy Act 2020 alignment. We apply all 13 Information Privacy Principles (see Appendix B) to personal information we collect, store, use, or share. Requests from individuals to access or correct their information are acknowledged within five working days and actioned within 20 working days.
(CIS Control 3; NZ Privacy Act 2020)
7. Endpoint and network security
Patching. Operating system and application security patches are applied on the following timetable:
Critical severity: within 48 hours
High severity: within seven days
Medium / Low: within 30 days
Endpoint protection. Every company device runs approved endpoint detection and response ([CLIENT-SPECIFIC - e.g. Microsoft Defender for Business]). Alerts are monitored by our IT Provider and reviewed weekly.
Secure configuration. Devices are deployed from a hardened baseline aligned to vendor guidance (e.g. Microsoft security baselines, CIS Benchmarks). Local administrator rights are not granted to standard users.
Identity-based access (assume breach). We treat every network as untrusted, including our own office wifi. A device or user connecting from our office is subject to the same controls as one connecting from a home broadband or a café hotspot: identity verified, device compliance checked, and access granted per session by conditional access policies.
Conditional access is enforced on access to all business data, requiring MFA, a compliant managed device, and an acceptable risk signal. High-risk sign-ins are blocked or challenged automatically.
Narrow exceptions. In limited cases - a kiosk account on a front-of-house device, an on-premises service account, a legacy application that cannot support modern authentication - a specific account may have a conditional access policy that includes the main office static IP as one of its trust signals. Any such exception is scoped to a named account on a named device, paired with compensating controls (restricted scope of access, device hardening, close monitoring), and approved by the Director. The principle is that the overall security of the scoped exception must be at least equivalent to the default posture; we never use network location alone as a substitute for identity and device checks.
Remote administrative access to any servers or network equipment we operate is restricted to named users over MFA-protected channels. No direct RDP or SSH is exposed to the public internet.
Where physical networks exist, guest wifi is segregated from any staff network - but we do not rely on network location as a security boundary.
(CIS Controls 4, 7, 10, 12, 13)
8. Email and web
All inbound email passes through approved filtering that inspects attachments and links and applies anti-spoofing checks. We publish and enforce SPF, DKIM, and DMARC records on every domain we send from, with DMARC set to a reject or quarantine policy.
Web traffic from company devices is protected by approved filtering that blocks known malicious and high-risk destinations. We apply this protection at a layer independent of browser choice (typically DNS filtering and endpoint-based web protection), so staff can use their preferred browser without reducing our coverage.
(CIS Controls 9, 10)
9. Backup and recovery
We follow the 3-2-1 principle: three copies of important data, on two different media, with one copy held separately and protected against tampering (immutable or air-gapped).
Recovery objectives.
Recovery Point Objective (RPO): [CLIENT-SPECIFIC, default 24 hours]
Recovery Time Objective (RTO): [CLIENT-SPECIFIC, default 8 working hours]
Testing. Restore tests are performed at least quarterly by our IT Provider, with evidence kept for review. At least once a year we run a full scenario test (e.g. ransomware recovery) with documented outcomes.
(CIS Control 11)
10. Vendor and third-party management
Before we engage a new supplier that will handle our data or access our systems, we conduct proportionate due diligence: security posture, relevant certifications (e.g. ISO 27001, SOC 2), data residency, and privacy commitments.
Where a supplier processes personal information on our behalf, a written agreement is in place covering permitted use, security requirements, breach notification timelines, sub-processor disclosure, and data return or destruction on exit.
Critical suppliers are reviewed annually. Changes of control, jurisdiction, or material security incidents at a supplier trigger an out-of-cycle review.
(CIS Control 15)
11. Incident response
We treat every suspected security or privacy incident seriously, regardless of source. Our approach has four stages: detect, contain, notify, review.
Detect. Staff report suspected incidents to the Security Lead (see Appendix C) immediately. Technical alerts from our IT Provider are triaged within one hour during business hours and four hours outside business hours.
Contain. The Security Lead, working with our IT Provider, takes immediate action to limit the scope: isolating affected accounts or devices, revoking sessions, and preserving evidence.
Notify. Where an incident involves personal information and is likely to cause serious harm to any individual, we treat it as a notifiable privacy breach under the Privacy Act 2020. We notify the Office of the Privacy Commissioner and affected individuals as soon as practicable and no later than 72 hours after we become aware of the breach, unless a longer timeframe is reasonable in the circumstances. Failure to notify without reasonable excuse is an offence under section 118 of the Privacy Act 2020.
For other incident types, we notify customers, insurers, and regulators in line with contractual and legal obligations.
Review. Every incident rated Medium or above gets a written post-incident review within 10 working days, covering what happened, what we did, what worked, and what changes we're making. Findings feed the risk register.
(CIS Control 17; NZ Privacy Act 2020, ss.114, 117, 118)
12. Training and awareness
Every staff member reads and signs the Staff Technology Policy on joining [CLIENT NAME]. Refresher awareness is provided at least annually.
Where subscribed, simulated phishing exercises are run at least quarterly. Results are used to focus training, not to identify or punish individuals.
New or significant changes to the threat landscape (major vulnerabilities, scam campaigns targeting our sector) are communicated to staff within five working days of identification.
(CIS Control 14)
13. Review and change control
This policy is reviewed at least annually by the Director, and whenever there is a material change to our business, technology, or regulatory environment.
Changes are drafted by the Security Lead, reviewed by the IT Provider, and approved by the Director. Each approved version supersedes all previous versions. A version history is maintained at the end of this document.
14. Policy ownership and contact
Policy Owner: Director, [CLIENT NAME] Day-to-day Contact: Security Lead (see Appendix C) Effective Date: [DATE] Next Scheduled Review: [DATE + 12 months]

Appendix A - CIS Critical Security Controls v8.1 mapping
	CIS Control
	Title
	Covered in section

	1
	Inventory and Control of Enterprise Assets
	5

	2
	Inventory and Control of Software Assets
	5

	3
	Data Protection
	6

	4
	Secure Configuration of Enterprise Assets and Software
	7

	5
	Account Management
	4

	6
	Access Control Management
	4

	7
	Continuous Vulnerability Management
	7

	8
	Audit Log Management
	7, 11

	9
	Email and Web Browser Protections
	8

	10
	Malware Defenses
	7, 8

	11
	Data Recovery
	9

	12
	Network Infrastructure Management
	7

	13
	Network Monitoring and Defense
	7

	14
	Security Awareness and Skills Training
	12

	15
	Service Provider Management
	10

	16
	Application Software Security
	[CLIENT-SPECIFIC - add if in-house development]

	17
	Incident Response Management
	11

	18
	Penetration Testing
	[CLIENT-SPECIFIC - add if formal programme in place]


Appendix B - NZ Privacy Act 2020 Information Privacy Principles
	IPP
	Topic
	Covered in section

	1
	Purpose of collection
	6

	2
	Source of personal information
	6

	3
	Collection from individual
	6

	4
	Manner of collection
	6

	5
	Storage and security
	6, 7

	6
	Access to personal information
	6

	7
	Correction of personal information
	6

	8
	Accuracy before use
	6

	9
	Retention
	6

	10
	Limits on use
	6

	11
	Limits on disclosure
	6, 10

	12
	Cross-border disclosure
	6, 10

	13
	Unique identifiers
	6


Appendix C - Named contacts
	Role
	Name
	Email
	Phone

	Director / Policy Owner
	[NAME]
	[EMAIL]
	[PHONE]

	Security Lead
	[NAME]
	[EMAIL]
	[PHONE]

	IT Provider - Primary
	[NAME]
	[EMAIL]
	[PHONE]

	IT Provider - After-hours
	[NAME]
	[EMAIL]
	[PHONE]

	Office of the Privacy Commissioner
	-
	privacy@privacy.org.nz
	0800 803 909


Appendix D - Version history
	Version
	Date
	Author
	Summary of change

	1.0
	[DATE]
	[NAME]
	Initial issue



This template is provided by HybrIT Services NZ as general guidance. [CLIENT NAME] should have its own legal adviser review before formal adoption.
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